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Step 2: Evaluate the risks associated with the breach
Consider whether personal information was involved. Generally, the more sensitive the data, the higher the risk.
Consider what possible uses there are for the personal information. Can it be used for fraudulent or otherwise harmful
purposes?
Determine the cause of the breach and whether there is a risk for ongoing or further exposure of the information. Is
the information encrypted or otherwise not readily accessible?
Determine what individuals are affected by the breach, how many and what harm may result from the breach.
Determine real risk of significant harm based on an assessment of the sensitivity of the personal information involved
in the breach and the probability the personal information has been/is/will be misused.
Once you have evaluated the risks, you can determine what other steps you need to immediately take.
Step 3: Notification
Notification of affected individuals and others may be necessary in order to avoid or mitigate harm to an individual
whose personal information has been inappropriately collected, used or disclosed.
If there is a real risk of significant harm, you are required to notify affected individuals, the privacy commissioner, any
other government institutions or organizations that could mitigate or reduce the risk of harm (for example, law
enforcement) and those to whom you have a contractual obligation (for example, insurance carriers).
Notification should be done as soon as feasible following the breach as time is of the essence. You can file the breach
report immediately and further information can be added as it becomes available.
The preferred method of notification is direct to affected individuals by letter, email, phone call or in person. The
notification should include the following information:

Date(s) of the breach or time period over which it occurred
Description of the breach
Description of the personal information that is subject of the breach
Description of the steps taken to reduce the risk of harm that could result from this breach
Description of the things affected individuals could do to reduce the risk of harm that could result
from the breach or to mitigate the harm
Contact information that the affected individuals can use to obtain further information about the
breach.
That individuals have a right to complain to the Office of the Information and Privacy Commissioner.
Provide contact information.
Step 4: Prevention
Once the immediate steps are taken to mitigate the risks associated with the breach, you need to take the time to
thoroughly investigate the cause of the breach. As a result of this investigation, you should develop or improve as
necessary adequate long term safeguards against further breaches.
Record Keeping
Records must be kept of ALL breaches, even when you have determined there is no risk of significant harm and be
kept for a minimum of two years for review by the Privacy Commissioner, if requested.
Records should include, at a minimum:
Date(s) or estimated date(s) of breach
Description of the circumstances of the breach
Nature of the information involved in the breach
Whether or not the breach was reported to the privacy commissioner or others that were notified
If not reported, a brief explanation as to why it was determined that there was no risk of significant harm.
Information Resources
Detailed information on all of your privacy obligations can be found at the www.priv.gc.ca. You should also familiarize
yourself with the provincial privacy commissioner website if you are licensed in a province where a provincial privacy
commissioner is present.
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Contact lnformatjon - Regulator
Office of the Privacy Commissioner of Canada Website: www.priv.gc.ca

This website contains extensive contact information for all provincial privacy regulators and
ombudsmen. It is kept up to date and should be our first source of regulatory contact information.
General Inquiries:
Toll-free: 1-800-282-1376
Phone: (613) 947-1698
Fax: (613) 947-6850
TTY: (613) 992-9190 Hours of service are from 8:30 a.m. to 4:30 p.m.

Publication Requests: When requesting publications via e-mail, include your name, telephone
number, and return address in order to ensure a reply. Direct your publication request to
publications@priv.gc.ca.
To report a breach:
By e-mail: notification@priv.gc.ca;
By phone: 613-995-2042; or,
By mail: Notification Officer

Office of the Privacy Commissioner of Canada
112 Kent Street Place de Ville, Tower B, 3rd
Floor, Ottawa, Ontario, K1A 1 H3
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